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Sammendrag 
Denne rapporten inneholder de tre artiklene relatert til eksperimentene på NATO CWID 2007 
som Sikker gjennomgående SOA (prosjekt 1086) har publisert på internasjonale konferanser. 
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English summary 
This report contains three articles describing various parts of Secure Pervasive SOA’s 
experiments at NATO CWID in 2007.  These articles have been peer reviewed and published at 
international conferences. 
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1 Introduction 
This report contains the three articles we have written concerning parts of our experiments at 
NATO CWID in 2007.  The articles have been peer reviewed and published at international 
conferences; one at the NATO RTO/IST-083 symposium in Prague in April 2008, and the two 
others at the 13th ICCRTS in Seattle, WA in June 2008. 
 

 

Figure 1.1 NATO CWID demonstrator scenario 

Our experiments were divided into two main focus areas, as shown in Figure 1.1.  One 
experiment part was concerned with XML security and guard solutions, while another part was 
concerned with the use of XML and Web services in disadvantaged grids1.  It is the latter part 
that is the focus of this report, as the three publications discuss different parts of this experiment 
in detail: 

1. Traditional Web services use SOAP over HTTP over TCP/IP.  Tactical networks have 
different characteristics from those of the Internet, and thus can benefit from using 
solutions tailored to such networks.  In military networks one should have a solution 
that can be used across different networks, and that supports store-and-forward.  The 
latter is lacking in traditional Web services.  We suggest that one can use tactical 
protocols as a transport for Web services in such cases, and have experimented with 
MMHS as a carrier.  Our results are presented in Appendix A. 

2. Replacing the communication protocol as described above is only one way to reduce 
communication overhead.  We have also experimented with other methods, such as 
content filtering.  The idea behind using content filtering is that you can remove 
information that is not useful, and thus reduce the amount of information that needs to 
be transmitted over the network.  See Appendix B for our publication regarding content 
filtering. 

3. Optimizing the transport protocol and filtering content will, as we have shown, help 
reduce communication overhead.  However, these techniques will only solve parts of 

                                                           
1 Disadvantaged grids are networks with high delay, low bandwidth, mobile units and frequent disruptions, 
i.e. the military communication networks at the lowest tactical level.   
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the problem.  Since Web services are based on XML, a text-based format, the 
information that needs to be exchanged will be quite verbose compared to a binary 
format.  However, the drawbacks of XML can be circumvented by using compression.  
See Appendix C for our evaluation of different compression mechanisms. 

 
For an overview of the entire NATO CWID experiment, see FFI/Rapport 2007/02301.  Further 
details about the disadvantaged grid experiment can be found in FFI/Notat 2007/02063.  Please 
note that the articles presented in this report discuss their respective topics in more detail than 
those previous reports. 
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Appendix A Publication at IST-083 regarding MMHS as a 
transport for Web services 
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Appendix B Publication at ICCRTS regarding content 
filtering as a means to reduce communication 
overhead 
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Appendix C Publication at ICCRTS regarding compression 
as a means to reduce communication overhead 
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